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FA)1: Green, Secure and Safety Technologies for Logistics and Port
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(1) Description and Current State of Major Technologies
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(ex: Smart Container, Syncromodality, Unmanned Transfer or



Security Vehicle, Shore-side Electricity, Smart Grid Port, [oT
Port, etc.)
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(2) Demand, Market Analysis for each Technology
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(3) Prospective Technologies for KMI-ISL Joint R&D Project and the
Final Research Objective of the R&D Project
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(4) Deduction of detailed Research Contents and Research Roadmap of
the Joint Project
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(5) Expected Effect (Politic and Economic) Analysis of the joint R&D
Project
(TEATY AAA, AAA 7Ihax)

FA)2: Case Study: Logistics System Integration between West and

East Germany after German Reunification
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(1) Logistics System Difference before German Reunification
(59 T A -4 EFAZE AolH E4A)

(2) Preparation (Policy, Plan, Research, Fund, etc.) for Logistics
Integration before German Reunification
(Fdthr] =F/AI2H TS A% AA, AY, A+, A4 FHD)

(3) Problems and difficulties in Logistics System directly after

Reunification
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(4) Efforts for Unification and Improvement of German Logistics
System and Results
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o A|2¥F3E:  Security in intermodal container chains Projects:

Data &
Document
layer

Organisa-
tional
layer

Physical
layer

INTEGRITY
dF3 2} - Rainer Muller, Project Manager (ISL)
IR S
EgF AR HRA dlojE R P HIAJFH = FFAAA
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INTEGRITY

Academia &
Technology Providers

ISL

Coordinator

RSM
/{2“{“‘9
ERASMUS

Trusted Parties
AEO

Terminal and

Transport Operators

£ HPH

|

Logistics Providers
& Shippers

—
— SEACON
51: Port of Felixstowe ‘% _—
= ~ LOBISTICS
%“‘_- Europe
ﬂ@i*ﬂ;—_ Container Terminals XE ROX
QOD é"r‘rt( nnnnnnnn ol !'nl 1 B
ﬁ’ﬁ A.S. Watson Group
5 d
tCi Termina 1Venl A
Buisburges Container Termiaslgesalisch =
Nultmocal Containes e

Customs Authorities

HM Revenue
&Customs
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Scanning
X-Ray

Screening
radiation porial

Auto-ID
Container RFID

Security devices
e-Seals, Smart
Units

Databases
Tracking, events

Satellite tracking
GNSS/Galileo

Algorithms
risk detection

EDI/web
services
validity checks
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Shared Intermodal Container Information System) 7f\d T3

® Collect virtually
information

- RFIDs

« E-seals

« Container security devices
« Satellites

)} -+ Radiation portals

® Access to relevant
information for

::::‘:;29" seaming

Platforms « Port Community Systems
and /| + Tracking and Tracing portals

\Portals

® Aim: Supply Chain

Data || - Port Authorities
Providers/ « Customs Authorities
® icihili Users /| + 3PIs/Cargo Owners
VI S I bl I Ity \ « Shipping Companies
« Terminal Operators

« Inland Transport
Operators

® Security

A7l s A8, S35 AN ZEHEEY, 2H2EY
Door-to-door AH] = A|H L&Y 3)

CSDs(Container Security Devices)/eSeals Z-8% 400712 A= o]}
500071 ¥t HE oY &F

ftlo

AA=

Attach the CSD to the
container

Close the container door

Assign and lock the container
with a handheld

8Z:1} 62/e0/0l0E
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Security in intermodal container chains

Projects: INTEGRITY & CASSANDRA

AGENDA

® Prelude

® INTEGRITY
—Supply Chain Visibility
—Film

® CASSANDRA
—Security through Visibility

Rainer Millar - Security in infermaodal container chains

_12_



MSC NAPOLI, January 2007
Hurricane Kyrill
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The grounding of the vessel, MSC NAPOLI, January 2007

® UK Maritime and Coastguard Agency examined the
stowage, segregation and securing of the cargo.

® Problem of non-declared and mis-declared goods.

® Growing pressure
— Ship manifests to contain more detailed cargo information
— Enable risks to be more adequately assessed.

® |n some cases the Carrier had no reasonable means of
identifying who was responsible for the containers and
their contents.

® |nternational conventions and current practices:
Sea Carrier of cargo: not in the best position to provide accurate
information relating to the goods being carried.

® Consignor holds much of the data that everyone needs

Kairar Miller - Security in intermodal container chains

Container loading and stuffing

® European Importers: Buy Free on Board
Become owner of the goods after loading onboard of the ship

® Container loading is done under direction and supervision of
exporter or manufacturer, by local freight forwarder or logistics
provider

® |nformation on loading list or container manifest is often in local
language, and uses hard copy documents

® |tis often unclear when and how the container number becomes
known to the owner of the cargo

® Many importers in Europe cannot clearly say where their goods
are coming from: which factory, which city, through which port,
which local freight forwarder was involved, what was on the export
declaration

Rainer Moller - Security in intermodal container chains

_14_



Requirements for data ...

® Data retrieval and risk assessment as early in the chain as
possible

® An interface with regulatory requirements such as the Import and
Export Control Systems (ICS, ECS)

® A single window concept between the entire trade-lane and
Customs and other supervision organisations

® Full visibility and integrity of the door-to doar supply chain

Rairvar Millar - Sacurily in inlermodal contamer chaing

Vision: Information Pipeline

Data &
Document
layer

Organisa-
tional
layer

=

Physical
layer

Rainer Millar - Security in infermodal container chains
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INTEGRITY

INTEGRITY

* Intermodal Global Door-to-door Container Supply Chain Visibility

* Duration: 06/2008 — 10/2011

4

2007 - 2013

* Funded by the European Commission, DG Research

L
Rainar Miller - Secuwrity in mtermedal container chans

W
i
Distaber 37th 2011

INTEGRITY Partners

INTEGRITY

Terminal and
& Shippers

Academia &
Transport Operators
= A

Technology Providers
e SEACON
LEAISTICY

XEROX

= Port of Felixstowe

M

il

Coordinator

i REM — ====m
; g o = = Europe
e : -~ 2 -I(‘M %_- Container Terminals
_ FRAEMRS =

= . 3 =35 = Yartien Inmmationa|

L Contaimer Terminasis
h m AS. Watson Group

Trimadal Cantal
tet: maie™
rhe Modsiiny Manager |~
a..u-:wtui [ = o)
e

Customs Authorities

et A g Reveruse

Rainer Miller - Security in intermodal comainer chaing

o
POl
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Motivation: Supply Chain Visibility and Security

® Bottlenecks in
European deep sea
ports and hinterland
connections

® Complex logistics
chains with multiple
actors

= ° Information gaps along
the chain

h ® Security regulations

(ISPS, AEO, US CSl,
US C-TPAT)

Rainar Miller - Secuwrity in mtermedal container chans n

Visibility & Security Measures

Trusted Parties Scanning Screening
AEO X-Ray radiation portal

Databases
Tracking, events

Auto-1D

-Seals, Smart
Container RFID TERE NS

Security devices
Units

EDI/web
Satellite tracking Algorithms serv?zes
GNSS/Galileo risk detection s
validity checks

Rainer Miller - Security in intermodal container chaing
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SICIS - Shared Intermodal Container Information System
- RAFIDs

® Collect virtually el
information R
'E + Satellites Y
\—7 ~ Radiation portals

® Access to relevant —
. e

information for
authorised
partners

« Port Community Systems
racking and Traging portals

Port Autheritios
Customs Authorities
3PEsiCargo Owners
Bhipping Companies
- Terminal Oparaters
+Inkand Transpor
Operators

® Aim: Supply Chain
® Visibility
® Security

Azonze Miller - Sacurity in ntarmadal oo rtainsr chaing

INTEGRITY Demonstration: Corridor

® From: China (Shenzhen)
® to: Rotterdam/Felixstowe

® to: European Hinterland

& Door-to-door

Rainer Miller - Secunty in intermcdal comtaingy chains
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INTEGRITY Demonstration

® Demonstration started in September 2009

® 5000 containers without CSDs / eSeals

® 400 containers with CSDs / eSeals (different providers)

THERTT
e

Rainar Miller - Secuwrity in mtermedal container chans

ontainer Security Devices (CSDs)

Attach the CSD to the
container

Close the container door

z Assign and lock the container
i with a handheld

.....

Rainer Millar - Security in infermodal contamner chains
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ontainer Security Devices ...
® .. offer perfect monitoring capabilities

® position detection through GPS

® communication via GPRS or satellites

® door opening sensors, light and temperature
sensors, etc.

® ... but no significant share of containers equipped
with CSDs is expected in the near future

' ® INTEGRITY concept allows manual “start
journey” event via web interface as well

Rairvar Millar - Sacurily in inlermodal contamer chaing 7

INTEGRITY = Key points

® Development of SICIS - Shared Intermodal
Container Information System

® Monitoring data from various sources
® Exception reporting for deviations

® Improving the visibility and security of
supply chains

® 5400 tracked containers with / without CSDs

® Serves both Industry and Administration/Customs

Robin Smith, BAP: ,For us SICIS is proving to be a lifeline*

i

Fainer Miller - Security in intermadal container chaing "
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